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.DONMN YO0 M0 P2 DNNN NNWD NI NN NNXYD NI NIYONN

NPITNND NINONN 2N 1DIXD DITAYHNN NIND NN PITYD WP (1995250 Do) paom bod 3.4
,N2ONY VNN NYYT (MIYPNND NIV MIYN DINKD DNN) MIYD NNX WHNY YO NN —
IN NNV NYYTR NN PYITID DOIN NDLVNN T DY DWNVNY DXTIYNN 90N VIV 1)
.2ONN YT DY WAP» DXAPNNN DN .NNPYLI DN MYSNNI

AMOPN N NYTHN) ONPON 2-D I NWNN IS 9Ny 3.5

.D50NY 10.69¥D NMINIIN IVIN? — DITAVNHN MNDANPY WINN DI 3.6

OMNNNN VIV NPRNN MY 4

: DMIMN PDY02 HY NOI ONITYVI NIPNN 4.1

DO PNITY 9P N2 NY Y92 DINMN YDA DY NMINDI) MIDTY Y8ID AT Poon 4.1.1
.D»VMYIN DNINN DYLN

MOTY YW NPNN — Virtual patching y710 NNVAN MITY Y¥IY WA POON 90N 4.1.2
.M NN NNINND NOND IVITOY 535,y N NNVAN

YT DY MOYMIN NPDIVIT NNIINN YD MPNN NN IVANIY J9IND YD NOTY Y5 4.1.3
N1 NN MIDTYN INDA NDVNN

(N> Myw 5915) N2VLNN DY YNRIN DINON YIAP» NOVN NITY TN 4.1.4

N5 DTV, MDD 9TO NYDION ,NDN NITYD WNIN ION ¥YNID VYT paoin 4.1.5
MON ,NNIKN YTTN VIV, MINK MIIWNI DY NMYAYN ,TPPOY NPIVNN DY NPHY
IDIN NN PAY PO NNV NDO DO NITYN THNN YWY 535 MINNRY NN
0NN NITY VXD DIV NDLNN NYIRD NITYN

M0 MNRDVD PITY NN PITIN Y8 PI0N ,MINDNND ONITY NndWn MY 4.1.6
.N2YONN NYIRD 191 INRDY 9I¥»N NAADY 92YY N0 NITY YD . Mpr1an

VY901 ,Release notes , 117210 NMION MY ,NDVTN NYNLN DY TONN YN Pavn 4.1.7
A99YIY MPYTAN VDI MNOV /7 NDNA OYON DINDTYN NN

DMNN MNI2 VI NOVN 4.2

.DIMN YO0 MIPN DINNYD NPDOVPN 19 MPYT) GVIV NV YN Pavn  4.2.1
((ANRYN 1°2) 1992 NOMN MW 4.2.2

¥ MYITIN OWININ MNI2 ONNIN D02 DY NTNIY NPITAD VIV NV 4.2.2.1
.DDYD2 DY MOYMNN MOIWNN

MIONN 191 INYAVN DINNKD IN MOPN NYINY NPDOVPNR 19 MW 4.2.2.2
.DONMN YO0 DI1¥N )N NOYD

SN DM2INNN DIYNNND NPT MY 00NN YOX02 DY MPPN NV 4.2.2.3
TN DOPINKD NNIN,TINT PO ,PIND /7 NDN) DN YO0

SV NV DY MPTY NIIWN MXRIND NP I7NXIT MININD ,NPIVIPNS 4.2.2.4
.DOYYPN NNOON

.DMNHT DMIMN MNOY NNLINY ,DM1AND NPIITH MDN MP>Ta 4.2.2.5

NPRNND DY DXMIPY DIPADNN DIPID) NIIWN YPI0 DN NPY NPT 4.2.2.6
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yap» (Dashboarrds m2a79) NY710 VXD . DY ITTHIPY DMPHNI NPTHN NMNINN
: (91PN PA) DIV YT .N2YONN YT DY

DIIN DY MYINN VY 4.2.4.1

JRVUPY DOVTN DYDY 4.2.4.2

NIN9) NOYW DWYPRY DIPIN VIV 4.2.4.3
MNONN Y 4.2.4.4

.DYNPY NPOM INSNDMY DMPY NPXN INN 2PYN YIS YT PaDN
3.5 YDA LNNY DRNNA IVNV? TN — DIINAN MP>TA TONNA NOPN NIINM DD
2V

4.2.3

4.2.4

4.2.5
4.2.6

IOV NN ONINPN MO

,D11)1N YO0 NPRNN NOYIND IWPN DI GOIV OINNPN \IY NDVLNY PID> PODN

5Y MODIANNN NVNN NPINKI MDIWNN DI SY NIV NIYAN DY NNYIY 19N
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(91PN P2) DONXIAN DMIPNA JN ONNPNN NPON
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-2 OOV NONTY) DVNNYNY NININ MDNN MNOY NMVIANY 1N DY
.(patch W oM Mpnna N8 ,API
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PNRNNN MY

4.3.1

4.3.2

4.3.3

DV NOMIN TP

.D”NHN D02 DWHNI YOO NNOV NIHN NPY NDVND PID> PADN
: DONIN DXMIPYN NN PID? NNNN TP

.NOIYNN DN DINNNY NOVTN 4.4.2.1
2.6 PYDA LN MOPNY 1I97PY MNP DIDVLN) MOPN NNXNY NYA VPO 4.4.2.2
.on>

YIN YT DY N N ONKPNN MIYAN .IMINN MPT 3 TV TIN IR MWURI MyN
TY TIN DIXRD, PVIMNMOIN OINND OXNNI) 120 3 PYOI MYIITN DY NNYN NINPN
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YTIVY DMV NN T DY IN HNITA TNV NNYY MYNNNI YN NP DNNS 4.4.5
.pavn YoM

99 NINYIN NI YN ,NAVNMND MNP DI NOYN D02 HY DY NINNN TP 4.4.6
TN DY HH02) ,NDVNN YT DY IN/ PIDN YT LY WY NPIDYIN MNP
21901 VN IDVN MNN 590NN DY ,NINIPN

120NN MITHND DRNNA, MNP NIIWND TN OYWHIN NPT NPNIND Y PO 4.4.7

VAT PADN 9 9N .DMINN DY NOMAND YTPIND TISOPON YN — TNSN NP1 4.4.8
DN 11991 Y TPINN NV 11N YD XTND

:92Y MOPNANPVAYPD 4.5

.DMIMN Y002 MYPNA DIV WA PION 4.5.1
:TINAN MIITINN T NY PYD Yy 4.5.2

mynwvn NN

8:00-18:00 (3N 19y IN 3N DYNRY) N-N D1 mMoNIN NTIAYN MYV
.8:00-13: 00 3N >3y Y M

TP IN N2ONNN PIDD NP NIIVIN 12 TVINN 2190 NYINN TN
12NN

NN DY N7y oY

19IN 519 IN 555 IS 1PN DININ DDA NIV NOPN MYMIP NYPN

.NOAYNIODVPIN VIV YNNY

N7 N9, 5NN 1IPINA TN S DINHN DD 77N NoPN

, NN TIPONDI NANN MINT DN PNIYNHYN
ND VIDOWUN TN NIIYNI WHNWND 1N PrTY
DDOUPON

22V0 DINDNN MPRY NOPN 97" NOPN

DNYT 5POW 295 7252 NLNN YT DY YIAPIN NOPNN NNI - 4.5.3
21912 MPYN NMINID ORNNA MOPNN N0 D9VY VAT Pavn  4.5.4

MmN MVYNI NN O3
19PN NPVY NTHIAY MINY IR BARR 2P i
Mo 290 NI2YN NoPNN
DIVLD (Phalvp)
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OYNDN TININ 2PN nnI
19PN NPVY NTIAY NNIT
m»To 9N N12YN NopPNN
DILLY [BALvP)
MYY 70N PN NPVY YT Poon
NOPNN DY XN NPOND TY TY NTIAYN
Y (work around) Gpyn? Ty N nopn
.92 NOPNY NYPNN NNI NN NN
NYWN TY MONN NYPNN INYNaY DD
myw 45>
IMN THNNA NPVN TN DINY ,12:00 mpT40
N7y
.y oY
YY1 1PNN NYPNN DNNOY DD
1Y 7P DINVN NINN TN - 12: 00
.10: 00 Nyw1a apwn NTayN oY
MYV 9112 PN NPVY YT Paon
.TaYn
M 595 nopPn
DY OIN TY — NPVN NNN TN N7y oyl
N7y 979
N9PNN NNYN TIIND AN NTIAYN

.N2PONN XN DL YXID — YITN DD, MOPNA PININD NV §TYN® POON  4.5.5
2.5 PYyDa NVNOY MNIPN NN MOPNA NPVN THNN YD NN YD WITI PavN  4.5.6
w2V
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Database FireWall s%53 wvinsw m»at .5

790M ,database firewall 95 5¢ NPINM NPOON N PADNN PNOINY HYIN NDLNN

AT 9Y P8PV YL YINIWN NI NN NDOVNN MWD POD

Gartner )77 H¥ JPOYN NN YA X NN RPN WA I8P database firewall -n 5

AN TVINA
955 Y5 N3P .MOWONN NMPN ToNN NDVLNN NYNRY WY database firewall -n o>
JONDY MYIITA THIVN XDIDN YD 1SNY PODN WITH — I8N Y9I NN TUNN XD NVNM)

0N DYVYN KOO MOIWONN NMPN NNV DMIIN MDA NIIND XID NN ) \1OND
;DN MNAVNNN MYITA Ty 8w database firewall -n "o

DXNIY MZHT TD PIIND DY NPPIOY NYID — 0NN >ToNn N9 — DB Discovery 5.4.1

.D»VINDT DINNI DIV YN DININY

»701 Y YV (inventory) NN 9111 — DINNI Y001 MNON D) — DB Inventory 5.4.2
ADIND INSDIY OINN

NMINDIV HY OLMVIN N - DWNY DN NP - Sensitive Data Classification 5.4.3
:DNNTI — YN YN DOPINN MTY)

)9V ,N2IMD ,MNT NTIYN ,DY : DIYN DV 5.4.3.1
232 MNAYN PRIYN PDO0ID 219010 : DIV DN 5.4.3.2
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NN PONIDT NIV ITDN : MINLONM 5.4.3.3

.D»INDN MTID ,IMA 1P : (IP) ©DN DMM)NIN NN 5.4.3.4

ORI YT PN YN PAMI NOINTI , MY NN 290 NPD

ISO w ,GDPR, HIPAA 15 118519 %9 53 )1 IRN NPHTHD OXNNA DMNMNIPN
.27001 Annex A.9

M%wa 55 Hv M) 0w 7V - Database Activity Monitoring (DAM)
: 129D ,0XMYMN DY 7PN MY KOOI NNN AT ,001MN D02 D1 DOWHNRNYNND
.19y MmN 00905, PID) 0wy omb nvd 5.4.6.1

DN IN DIWID W) NIPDN 5.4.6.2

.(Roles 7 Privileges) D 1pan N MNYIN »M»Y 5.4.6.3

VTN IN 9PN NN MNOIN MNDORY NN 5.4.6.4

.(DBASs) noyn »onm mxys 5.4.6.5

DPNNY RS MYV IN DY XD DIMIPMIN MYINY MNDORY 5.4.6.6

5.4.6.7

NN PITI MYNN KXY IN NNDDN MW v 591 nyan - Real-Time Blocking
S ONTD

SELECT * FROM customers y325 190 ,NNNTY — MY XD MNORY 5.4.7.1
UMD KD WRNWN Y

DNTYVOP HY MVMIVIN NDYON — NPDLVLPIAIN MAPNN N SQL Injection 5.4.7.2
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7.3.2

7.3.3

: D290 NNXOWIN

(595 VNAY SNXPNPT NNXY 2YN) DXV NN SYIN PADNN WITTY DN NDVNN
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